PEKOMEHJALIMU
0 Mepax I10 MOBBIIEHUIO 3alUIeHHOCTH HH()OPMalldOHHON UH(DPACTPYKTYPHI
obpa3zoBarebHBIX yupexaeHud Poccuiickoit Pepeparuu

Anamus cBeflenMd 00 yrposax 6e3omacHocTd uHQOPMaUUM, TPOBOJUMBbIN
B YCJIOBUSIX CKIajblBalollelcsl 0OCTAaHOBKHM, yKasblBaeT Ha YBe/JWUeHHe UHC/Ia
KOMITBFOTEPHBIX aTaK W CBS3aHHBIX C HUMH yTeueK MepCoHa/bHbIX AaHHBIX.

IpogomkaroT ¢uKCHpoBaThest (PakThl HOMLIIOrO KOJIMYeCTBa (GUIIWHTOBBIX MTHCEM,
MOMNBITOK BHeJPeHHs BHUPYCOB-IIHGPOBA/BIIMKOB Uepe3 MOUTOBble BAMKEHWS, a TaKkKe
pacChUIOK 3aBeIOMO JIOKHBIX coob1eHuit 06 akTax TeppopusMa.

B uensx mnpenoTBpallieHust peanu3aldd yrpo3 0e30macHOCTH HUHGOPMALMOHHOM
UHGPacTPYKTYpbl 0OpasoBaTenbHbIX yupexjeHud Poccuiickoit depepain HeoOXoaumo
IIPUHATH AOINOJTHUTEbHEIe MepPbl 3al[WThl HH(pOPMal|u:

1. OGecrieunTs TIPUMEHEHHe CpeJCTB AHTUBUPYCHOM 3alliuThl M aHTHCIIaMa,
a Takke CBOeBpeMeHHOe 00HOB/IeHHe uX 0a3 JaHHbIX.

2. Hactpoutb B cpefCcTRax aHTUBHMPYCHOH 3all{MThI, aHTHCIIama
(NMpy HaIMYKMK) NTPOBEPKY BCeX MOCTYIAUIMX Ha 3/IeKTPOHHYIO TIOUTY BJIOXKEHUH.
3. IlpouHgpopmupoBars T0Jib30BaTesel MH(POPMaLHOHHON CHCTeMBI

0 HeobxoguMocTH Ge3omacHoM paboThI C 3/IeKTPOHHON MMOUTOH, @ UMEHHO:

- BHUMaTe/IbHO NPOBePAThL afpec OTIPaBUTed, laXke B C/lydae COBIaZIeHHs UMEHU
C y)Ke N3BeCTHBIM KOHTaKTOM;

- He OTKPBIBATh NMUCbMa OT HEU3BeCTHBIX aflpecaTos;

- IPOBEPATHL TTMCbMa, B KOTOPBIX COZEPXArcs NMPHU3bIBbI K AeHCTBUAM (Harpumep,
«OTKpOM», «IIPOUMTail», «O3HAaKOMbCS»), a TaKXKe C TeMaMH Mpo (uHAHCh, 6GaHKW,
reoroMTHYeCKyto 06CTaHOBKY M/IM YIPO3bl;

- HE TIePeXOAUTh M0 CChIIKaM, KOTOpble COAEepXKaTcsi B 3/eKTPOHHBIX MUCbMaXx,
0COOCHHO €C/IM OHM JJIMHHBIE WM Hao0OpOT, HCTO/NB3YI0T CEPBUCHI COKPALiEHUs CChUIOK
(bit.ly, tinyurl.com u T. f1.);

- He Ha)KUMarTh Ha CChIIKK M3 ITHCbMa, eC/IM OHH 3aMeHeHbl Ha CJI0Ba;

- IPOBEPSITh CCHUIKH, AdXe ec/AM THUCbMO [Oy4eHO OT ApYroro MNojb30BaTesis
HH(OPMallMOHHOU CUCTEMBL;

- He OTKpBIBAaTh BJIOXKeHHUS, OCOOGEHHO eciM B HHX COAepXaTcsl JAOKYMEeHTHI
C MaKpoCamH, apxMBbI C NIapoJisiMy, a Takxke ¢arsl ¢ paciupenusmu RTE, LNK, CHM,
VHD;



- He IIepexofUTb 10 CCblIKAM M He CKauMBaTh (ai/bl, cojepiKallyecs
BO BXOJALUMX TIIOYTOBBIX COOOLIEHUSAX, eCl1d CpeACTBaMH aHTHBHUPYCHOM 3all{HUThI
B YKa3aHHLIX BJIOXKeHHUsIX 06Hapy>KeHO BpeZlOHOCHOe NporpaMMHoOe obecneveHue;

- BHUMaTe/JlbHO OTHOCHUTLCS K MUCbMaM Ha WHOCTPaHHOM $i3blKe, C OO/bLIMM
KO/IMUeCTBOM IoJsiyuaresied U opdorpaduueckumMu oliibKamy;

- B CJIy4ae IOsIBJIeHUs] COMHEeHHH, HarpaB/sTh M0JIy4eHHOe NTUCbMO Kak BJIO)KeHHe
aJIMUHUCTpaTopy HHGOPMALMOHHOR CHCTEMBI.

4. AKTUBHPOBATL (110 BO3MOXXHOCTH) MeXaHH3Mbl [IPOBEPKHU 3JIEKTPOHHOM [OYTHI,
IIPOBEPKK TIOAJIMHHOCTU JIOMEHa-OTNpaBUTes (HanmpuMep, HCIIO/Ib30BaTh TEXHOIOTHU
DKIM, DMARC, SPF), a Takke HacTpOUTb TIPOBePKY BXOJAIUUX I[THCEM
C UCIO/b30BAHNEM 3TUX TeXHOJIOTUH.

5. 3abnokupoBarh (npu BO3MOXXHOCTH) rony4yeHye N0/Ib30BaTe/is
MH(GOPMALIMOHHOW CHCTeMbI B 37IeKTPOHHBIX MTUCbMaX BJOXKEHWH ¢ paciudpeHusMu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3a6/10KMpOBaTh JOCTaBKY IHCeM OT 3apybeXXHBIX JOMEHOB-OTIIPaBUTe e,

7. ObecrieunTs  perynsipHoe  OOHOBNEHWE  WCHOBL3YEMOro  TPOrPaMMHOrO
ofecrieyeHus;, B TOM YHC/le Ha CeTeBbIX yCTPOUCTBAX (MApLIPYTH3aTOPAX, KOMMYTaTopax).

8. ObecrneunTsb HCI0/Ib30BaHHe yCTOHUMBBIX JUTHHHBIX napojiei
a/IMMHHCTPATUBHBIX YUETHBIX 3aTTUCeH.

[Ipy mocTynjieHUH Ha afipeC 37eKTPOHHOM NOYTHI 3aBeJOMO JIOKHOTO COODIIeHUs
00 aKkTe TeppopH3Ma HeOOXOAMMO NMPUHATE C/IeYIOLIHe Mephl:

1. MocTtynueuiee coobiieHne 06 akTe TeppoOpPU3Ma He YaJisiTh.

2. OcywieCcTBUTL KOIMMpOBaHHe TeKCcTa coolujeHuss 06 akTe Teppopu3ma
B BU/le CHUMKOB 3KpaHa yCTPOHCTBa (CKpUHILIOTOB JIM60 (GoTOU3006parkeHHH, MOMyYeHHbIX
nocpegctoM udporoit porodukcaLym).

2.1. Ha ckpuHuorax (¢oronsobpaxkeHUsX) AO/KHA OTOOpaXkaTbCs cClieflyromlast
uHpopmMaLus 06 oObekTe:

- Ha3BaHWe TeMbl TUCbMAa (B TOM UHC/Ie eCliW TIMCbMO He HWMeeT Has3BaHUs:
«<be3 TeMBI>»);

- ajpec  JNeKTPOHHOHW  [MOYThl  OTNpaBUTesnss  TUCbMa,  3a(UKCHPOBaHHLIN
B rpade, 0603HauUeHHOU peKBU3KUTOM «OT:»;

- dara ¥ BpeMs OTHpaB/I€eHHs [TMCbMa;



- TeKCT MUCbMa (BK/IFOYas MMOAMUCH K HeMy, Hanpumep: «C yBaxeHueM, VBaH
BaHOB»), KOTOPBIM MOXeT COZeP>KaThCsl HelOCPeACTBEHHO B NIMCbMe W/WJIH BO BJIOKEHUU
K HEMY B BH/e TTPUKperyieHHoro dakina.

2.2. 3adukcupoBaTh Ha CKpuHIlOTe/(hoToU300paKeHUW Haluuhe B MHChbMe
BJIOXKEHHS], @ TaKKe NPH OTKPBITUH ero 3aQMKCUpPOBaTh aHAJIOTHYHBIM CIIOCODOM TEKCT,
KOTOPBIA OHO COZIePIXKUT.

3. Ick/tourMTh  KOMMpOBaHMe TeKcTa coofuleHuss o6 akTe  Teppopu3Ma
(cKpHHILIOTBI/HOTOU300paXkeH!s) HeHaJj1eXxalyero KayecTBa, 06y c10Bl1eHHOTrO
HeOpeXHbIM KOMUpPOBaHUeM, GoTtorpadHpoBaHHeM TEKCTOB.

4. Ilpu HeBo3MOXXHOCTM (puKcauuu coobiieHuit 06 akTe Teppopu3Ma B BHJE
CKPUHLLOTOB/(POTOM300pakeHUM OCYLeCTBUTh MX (DUKcaUuuo MocpeacTBOM (GYyHKUUHA
KONMPOBaHUst U BCTaBKM B JIOKyMeHT Word (c coxpaHeHMeM yKa3aHHOH uHGOpMaLUu
006 obnbekre).

5. O nocrynuBuieM coobieHuy o6 akre Teppopu3Ma He3aMeAIUTeIbHO COOOLUTE
0 eAUHOMY HOMEPY BbI30Ba SKCTPEHHBIX ONepaTUBHBIX CITYXO «112» n1bo B GiikaiLui
OpraH BHYTpPEHHUX Jiell.

MB/] Poccuu



